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1Gbps and 10Gbps Ethernet
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RHEL 4U4, HP DL380-G5, Neterion Xframe 10Gbps NIC, Intel 1Gbps NIC

Executive Summary

Red Hat formed a test consortium to evaluate the performance, efficiency, and scalability of
1Gbps and 10Gbps Ethernet server connectivity. North Carolina State University’s Centennial
Networking Lab (CNL) was commissioned by Red Hat to design, execute and document the tests
and results. The tests were completed on September 1, 2006.

The following products were components in the test bed:
* Red Hat Enterprise Linux (RHEL) 4 U4 2.6.9-42.ELsmp
* HP ProLiant DL380-G5
* Neterion Xframe 10Gbps NIC
* Intel Dual Port 1Gbps Ethernet NIC
e Spirent Avalanche 2700
e Cisco 4948 10Gbps Ethernet Switch (used for 10Gbps testing only)

The 1Gbps testing proves that performance and processor utilization scaled linearly in the server.
The server generates 0.964Gbps with one 1Gbps port while using 10.98% of the processors.
With five 1Gbps ports, the server generates 4.793Gbps while using 47.05% of the processors.
With eight 1Gbps ports, the server generates 7.657Gbps while utilizing 91.71% of the processors.

The 10Gbps testing proves that a 10Gbps NIC is a viable and efficient solution for replacing
multiple 1Gbps NICs thus freeing valuable PCI slots in a server. The server generates 4.322Gbps
of throughput with one Neterion 10G NIC while utilizing 45.92% of the processors. This
performance approaches that of the server loaded with five 1Gbps ports having processor
utilization.

The remainder of this white paper describes the test methodology, results and conclusions in
greater detail.
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Test Methodology Description

The procedures used for determining the performance, efficiency, and scalability of 10Gbps and
1Gbps Ethernet are described below.

1Gbps Ethernet NIC Test Methodology

Test Bed
Topology
The topology for the 1Gbps tests is shown in the following figure.
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Figure 1 - 1Gbps Test Bed Topology
Components
e Server Platform: HP DL380-G5 with two 3.0Ghz Intel Xeon 5160 Processors, 2GB
RAM, 5 PCl-e slots
e OS: Red Hat Enterprise Linux (RHEL) v4U4

e Server NIC: Intel Dual 1Gbps Ethernet using drivers included with RHEL v4U4
e Test Equipment: Spirent Avalanche 2700 with four 1Gbps ports, s/w v7.50

Load Generation

The Spirent Avalanche test equipment creates simulated users that issue http requests for a
512kB file on the server. The simulated users do not issue subsequent requests until a previous
request is served.

The number of simulated users is varied until an optimum performance value is reached for the
server. The optimal number of simulated users was found to be 240.

The test generates full load for four minutes after a short (10 second) ramp up phase. Metrics are
collected during the entire run.

Metrics

The Avalanche 2700s collect a wide range of data for each test run. Some of the more applicable
metrics are aggregate bits per second into and out of the Avalanche 2700s used in the test run,
server response time, and TCP metrics (connections per second, attempted, successful, and
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unsuccessful connections). Individual Avalanche port metrics are gathered for each run for
verifying the operation of all ports used in the test.

Along with the Avalanche 2700 metrics, server metrics are measured to validate the results and
to determine if any server bottleneck is limiting the results. Server metrics include RAM utilization,
processor utilization, interrupts per second per processor, and packets and bits per second for
each NIC port. These metrics are collected and recorded in a two-minute window during the test.

Matrix
The above test specification is run for 1 to 8 1Gbps Ethernet NICs on the server. Various runs will

be made to determine the performance difference of running the tests against ports on the same
NIC or separate NICs.

Also, various test runs will be executed to determine the optimal OS and driver tuning for the
tests. Results are only saved for the runs reflecting optimal tuning. All tuning parameters are
documented.

10Gbps Ethernet NIC Test Methodology
Test Bed

Topology

The topology for the 10Gbps tests is shown in the following figure.
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Figure 2 - 10Gbps Test Bed Topology

Components

e Server Platform: HP DL380-G5 with two Intel Woodcrest Processors, 2Gbyte RAM
e OS: Red Hat Enterprise Linux (RHEL) v4U4

e Server NIC: Neterion Xframe E 10Gbps NIC

e Test Equipment: Spirent Avalanche 2700 with four 1Gbps ports, s/w v7.50
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Load Generation

The Spirent Avalanche test equipment creates simulated users that issue http requests for a
512kB file on the server. The simulated users do not issue subsequent requests until a previous
request is served.

The number of simulated users is varied until an optimum performance value is reached for the
server. The optimal number of simulated users was found to be 240.

The test generates full load for four minutes after a 10 second ramp up phase. Metrics are
collected during the entire run.

Metrics

The Avalanche 2700s collect a wide range of data for each test run. Some of the more applicable
metrics are aggregate bits per second into and out of the Avalanche 2700s used in the test run,
server response time, and TCP metrics (connections per second, attempted, successful, and
unsuccessful connections). Individual Avalanche port metrics are gathered for each run to verify
the operation of all ports used in the test.

Along with the Avalanche 2700 metrics, server metrics are measured to validate the results and
to determine if any server bottleneck is limiting the results. Server metrics include RAM utilization,
processor utilization, interrupts per second per processor, and packets and bits per second for
each NIC port. These metrics are collected and recorded in a two-minute window during the test.

Matrix

The above test specification is run for 1 and 2 10Gbps Ethernet NICs on the server. Various runs
will be made to determine the performance difference of running the tests against ports on the
same NIC or separate NICs. Both the RHEL 4U4 built-in 10Gbps driver and Neterion’s
v2.0.14.5152 driver was tested.

Also, various test runs will be executed to determine the optimal OS and driver tuning for the
tests. Results are only saved for the runs reflecting optimal tuning. All tuning parameters are
documented.

Limitations

Balancing the feasibility of lab testing with applicability of ‘real world’ testing is an eternal struggle.
This test methodology mimics the workload of a web server delivering relatively large objects
(512kB). There are no claims that this methodology perfectly mimics any or all ‘real world’ server
conditions. However, the methodology creates an excellent vehicle to compare the performance
results of multiple 1Gbps and 10Gbps Ethernet ports on the server system. Absolute ‘real world’
performance may vary from the results listed in this white paper.

Test Bed Benchmarking

We view the server, NIC, and software (OS, drivers, and web server) to be a ‘gray box’. This
means that we have some view of the server’s inner workings, but some test metrics are
measured outside the server. Although we keep tabs on server processor, RAM utilization, and
interrupt rates, we must benchmark components of the test bed to verify that the test bed is not
limiting system performance.

We benchmarked Avalanche 2700 capacity, the backplane capacity of the Cisco 4948 (used in
the 10Gbps tests), and the 10Gbps port capacity of the Cisco 4948.
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Avalanche 2700 Capacity

Four ports of two Avalanche 2700s (8 ports with 4 links) are connected back-to-back to test the
capacity of the test equipment. One side of each link is configured as a web server and the other
as a client.

Each port of the test equipment can sustain 980Mbps. This is a worst-case scenario since the
Avalanche 2700s will all be in a client configuration, which is much less taxing on the test
equipment than if they were in a server configuration.

1Gbps Ethernet Links
Awvalanche 2700

Avalanche 200

Figure 3 - Avalanche 2700 Baseline Test Topology

Cisco 4948 Backplane and 10Gbps Port Capacity

Inherent latencies have a profound effect on overall TCP performance even though the Cisco
4948 performs at wire-speed with all ports switching valid Ethernet packets. To gauge TCP
performance through the 4948, all 48 1Gbps Ethernet ports of the Cisco 4948 switch were
connected to 12 four port Avalanche 2700s. The 2700s were configured to send traffic in a pair
wise configuration.
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Figure 4 - Cisco 4948 Backplane Baseline Test Topology
The Cisco 4948 was able to sustain 28Gbps of traffic through its backplane.

Another potential bottleneck in the 10Gbps test bed is the Cisco 4948 10Gbps port capacity. To
test this performance, the 48 1Gbps ports were divided into two VLANSs of 24 ports each. One of
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the two 10Gbps ports was added to each of the two VLANs. The two 10Gbps ports were
connected by a fiber connection.
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Figure 5 — Cisco 4948 10Gbps Baseline Test Topology
The Cisco 4948 10Gbps ports were able to sustain 9.6Gbps.

Results

1Gbps Ethernet NIC Test Results

Data Description

The following graph lists the results of the 1Gbps tests.
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CPU Utilization and Throughput vs Number of 1Gbps Ports
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Figure 6 - 1Gbps Test Results

Note that in the above graph, both throughput and CPU utilization are linear as the number of NIC
ports is increased. The test load through one NIC supports 0.96Gbps and utilizes 10.98% of the
processor pool.

System Tuning

This level of performance was found while using 256 httpd clients (configured via Apache’s
httpd.conf).

Notes

There was no difference in the results regardless of the configuration of the traffic streams into
the server. For example, in the four-port case, it did not matter if the four ports used four NICs or
two NICs.

10Gbps Ethernet NIC Test Results

The following graph lists the results of the single NIC 10Gbps tests showing the difference in
performance between the RHEL built-in 10Gbps driver and the Neterion v2.0.14.5152 driver.
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CPU Utilization and Throughput vs
Driver for Single 10Gbps NIC
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Figure 7 - Single 10Gbps NIC Results
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Note that the built-in driver throughput (4.1Gbps) is not as high as the Neterion driver (4.3Gbps).
However, the processor utilization for the built-in driver (33.4%) is much lower than the processor

utilization for the Neterion driver (45.92%).

For the dual 10Gbps testing, throughput for the Neterion driver (6.24Gbps) far outperformed the
built-in driver (4.7Gbps). The following diagram illustrates the throughput and processor utilization

for one NIC using the built-in driver and two NICs using the Neterion driver.
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CPU Utilization and Throughput vs

Number of 10Gbps Ports
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Figure 8 — Dual 10Gbps NIC Test Results

A second 10Gbps NIC improves throughput to 6.243Gbps — a 44% increase from one NIC. The
processor utilization with two 10Gbps NICs is 80.11%.

System Tuning

This level of performance was found after changing the following server system parameters:

1024 httpd clients were configured via Apache’s httpd.conf configuration file.
The sysctl script included with the Neterion driver was run.

Processor affinity for the 10G cards were spread over two processors. Less than two
processors create a processor bottleneck. More than two processors create
additional processor overhead.

Conclusions

The following conclusions were proven with the testing methodology and results described above:

Throughput for one 1Gbps Ethernet port (0.964Gbps) is near the theoretical
maximum.

The server system network throughput and processor utilization scales linearly from
one to eight 1Gbps Ethernet ports.

The server system achieves 4.322Gbps throughput with one 10Gbps Ethernet port
using the RHEL built-in driver, which is higher than the performance of four 1Gbps
Ethernet ports (3.83Gbps). The processor utilization with the 10Gbps NIC is also
lower than with four 1Gbps Ethernet ports (33.9% vs 40.2%).
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